IT Troubleshooting for Users

This activity looks at using an Antivirus program
such as Norton antivirus and how to scan and
update your virus protection facilities. IT also
looks at some of the more common problems
that can occur whilst using a computer.

Other Resources in this section are:

e Troubleshooting Hints and Tips
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Viruses

One of the most damaging things that can happen to your computer is getting a
virus.

Not all viruses are dangerous but some can totally destroy your hard drive!
A lot of viruses are distributed via email, mainly as attachments.

To try to prevent viruses don’t ever open any emails that you don’t know who
the sender is.

ALWAYS, ALWAYS have antivirus software on your computer and set it to detect
email viruses.

There are many antivirus programs, so we will just look at one of them as they all do
the same thing — just the way you use them may differ. One of the most popular
antivirus software is Norton Symantec. Norton have a web site where you can
download the latest virus definitions [these are what get rid of your virus for you].

Installing an Antivirus Program

For this example, we will use Antivirus Program software to show you how you can
protect your machine. This technique is similar to other Antivirus program available
on the market

To install an antivirus program you will be given instructions to follow when you put
the disc in, or an instruction booklet will be in the package.

Scanning for Viruses
To start Norton antivirus double click on the desktop Icon

E Security Monitar @ Block Traffic ((‘f'_?)l:iveUpdate ﬂ Options « ®Help -
Norton Internet Security I SyStEI‘I‘I Status: OK &
p Security Scanning Features ltem Details
Status
G Auto-Protect an The items marked in
| : g red need your
Seanforvinises @) Email Scanning Cn attention.
Reparts @ Script Blocking on Flease select an ftam

by clicking on the item

@ Ful System Scan 14/08/2004 atleftin order to oet
mare information andd
take the necessary

Virus Definition Service action.

@) wirus Definitions 1810852004

(} Suhscription Service 03f06:2005

(-37 Automatic Livelpdate an

ITQ Resource Pack Page 85



Section 3

IT Troubleshooting for Users

Ensure that Email scanning, Autoprotect and Script blocking are set to on — you can

just click them to go on and off

e Scan for Viruses

rton Internet Security
E Security Maonitor

Q Block Traffic (;‘%?)!:\veUp__date ﬂ Options ~

Norton Internet Security | Scan for Viruses

Norton AntiVirus

Status

Task
G 5ean my computer
Sean forvirses 4

Reports d
Scan drives

Scan all removable drives

Scan all loppy disks

Task Schedule

Scan folders

COWEE

Scanfiles

Actions

pScan e Mew » 3

Schedule Task

» Schedule

Ensure that Scan my computer is selected.

Now Click on the Options button [you only need to do this the first time you run
Norton as what you select in here will be saved]

Norton Internet Security Options

General | Livellpdate | Fiewal | Wb Content | Emal |

Start Norton Internet Security
O Manual

(@) &t system startup [recommended]

Pratect Morton Internet Secuity taals

[ Tum an passward protection Set Passward

Security Monitor

[ Display the Security Monitor on top of &l ather progiams

Alert Tracker
Show the Alert Tracker

Tray icon settings
[#] Show Norton Internet Security ican in the System Tray [recommended)

Choase the optional items pou want to display on the Tray lcon menu:

[ Options
[ Lag viewer

[[] Statistics

In the General tab

If there isn’t one already, put a tick in the At
system startup

The others are up to you if you want to see
an icon in the System tray [this is located in
the bottom right hand corner of the screen]
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Help
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When you first purchase Norton you have approx. [check the box] 1 years of free
liveupdates. So tick the enable Liveupdate option here and the other options that
are ticked here.

Your screen may differ slightly from this one as this is the full Norton Internet
security which includes Norton’s Firewall

This will ensure that you have all the latest updates.
Now click on Scan

Norton will now scan your machine for any viruses.

* Norton AntiVirus

' Scan Progress: Scan for Viruses

1 Scan Progress

Scanning for viruses:
2 Repair Wizard
] Current ftem

Fix ChDocuments and Seftings\all Users\tpplication
DatalSymantecitorton Internet Security

Guarantine

Delete W

Action Files
3 Summary Scanned 1761
Fixed 0

If you have a lot of files this may take a while!
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When it is finished if your machine is clean it will look like this

# Norton AntiVirus

Scan: Summa
1 ScanProgress i
Sumimary Mo Infection found
2 RepairWizar(I ............... et S S R L I st sn
Scantime B secondi(s)
T 3
Fix = -
Action: Files Master Boot Record Boot Record
Quarantine Scanned: 237 2 9
Delete | Infected: ] 0 0
Repaired: 0 0 0
3 Summary Quarantined: ]
Delated: a
Ware Infa
| Finizhed | | More Details |

If it detects any viruses it will tell you how many are infected and ask if you want to
quarantine them.

If Norton does pick up a virus you will get this message
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1| ortsn Astivin: =CE
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D lita
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W n ol o Bl 11s T il of tes infa clions malomaticaliy.

|I | | =

Click on Fix

Updating Virus Definitions

You may want to get the latest virus definitions at another point — maybe somebody
you know has a virus and you want to run a check straight away on your machine.

You can log onto the Symantec web site and use the Intelligent Updater
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Go to:
www.symantec.com

Security Response USA » Announcements
Latest Threats

08-23-04 W32.5asser.G
* 08-20-04 Trojan.Mitglieder.N

Information Regarding Windows XP
Service Pack 2

Read about Symantec's support for the latest
update to Windows XP,

s rmore info
Advisories

N Microsoft Exchange Qutlook Web Access

5 S o Education and Training Website
Script Injection Wulnerability

Manage your security knowledge and career

grawth — go online to find Symantec product

Downloads i 2
o En e e e S e training courses and regizter for clazzes,

b Download Security Updates st

b Sub e Symantec introduces its new 2005
Intermet Security product line

Mew solutions offer the most comprehensive

v Download Virus Rermoval Tool

v Symantec Security Check

defense against hackers, viruses and thieves,

rmore info

Click on Download Virus Definitions

, symantec.

united states

global sites virus protection

Download the latest certified antivirus definitions.
Ensure your product contains the most up-to-date
detection and prevention

products and services
purchase
support

security response

Wirus Definition Updates

downloads

about symantec
search

feedback

product updates

Download updates, patches

and product manuals for all products
% 1005.2004 Symantes
Corporation.
&ll rights resenred.
Legal Hotices
Privacy Policy

product upgrades

Select upgrades for enterprise and small business

lirancas ar individial nendocte

Click on virus definitions updates
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Enterprise Products and Services =

Symantec DeepSight™ Alert
Services

Enabling proactive protection
through the rapid delivery of
actionable Early Warning security
infarmation.

rmore info

Shop Home & Home Office >

Morton Internet Security 2005
Essential protection from viruses,
hackers, and privacy threats,
rnore info

downloads

security updates

Download the latest Product Security Updates.
Improve each product's ahbility to detect, manage
and prevent attacks

Latest Security Updates

trialware

Horme & Home Office Trialware
Try our software for free
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, symantec.

united states . o
download virus definitions

global sites
products and services Intelligent Updater:
Virus Definitions crested August 24
purchase Wiruz Defintions released August 24
Morton Antivirus Corp, Edition:
support

Defs Yersion: B05324s
Sequence Mumber: 34936

security response ;
Extended “ersion: 8/2452004 rev. 19

downloads Total Viruses Detected: 67990
about symantec LiveUpdate:
Virug Definttions crested August 18
search Yirus Defintions released August 15
Morton Antivirus Corp. Edition:

feedback Detfs Wersion: B0818r
| Sequence WNumber: 34634
Extended Yersion: 8M802004 rev. 18
Total Viruses Detected: 57971

2005 Maorton Antitfirus for Mac De
versions
are here! Download Virus Definitions (Intelligent Updater Oinly)
Are you Etfsect Updater ve. Livellpdate: Click heve for information.
protected? Importart informa e -ckancpee-te-nteisentHnEaTer .

Click on Download Virus Definitions (Intelligent Updater Only)

Click here to find out how to purchase and activate virus definition subscriptions You may have to scroll down
the screen to see this

“English v/ Download Updates

[Norton Antivirus for Winde T ey <P E nsu re E n g I I S h IS se I e Cted
- . ' and click on Download
Morton Antivirus for Macintosh Updates

Symantec Antivirus 2002 for Palm O3S
Symantec Antivirus for Handhelds

e

Norton AntiVirus for Windows 9x/NT/Me/2000/XP

Hovw to Purchage and Activate Yirgs Defnition Subscrigtions

Note: The 132 Intelligent Uindater package cannot be used to update Symantec AntiVirus Comorate
Edition 6.0 servers or Norton Antivirus Corporate Edition 7.8 servers, but can be used to update
Corporate Edtion clients. The «56 Intelligent Updater package can be used to update Corporate
Edition clients and seners,

Filename reation Date Release Date File Size
2004082401932.exe August 24, 2004 August 24, 2004 512MB
[ AAFFCRRAR $4AMTECEDT254162 all MDS hashes

WS ASAFECHRAH RIS

Supports the fallowing versions of Symartec anfivirig software:
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Click on the .exe file to download it to your machine

Some files can harm your computer. [ the file information below

? .
__-]/ looks suspicious, or you do nat fully trust the source, do not open or CI|Ck on Save

save this file.

File name: 20040624-019-32 exe

Select where you want to save to on the
next box and click on OK

File type:  Application

Fram: securityresponse.symantec.com

f_!\, This type of file could harmn your computer if it containg
maliciols cods.

Wwiauld vou ke to open the file or save it to vour camputer?

[ Open H Save H Cancel J[ Morelnfo]

Once download is complete you will get File Download - (X]

this message. Click on Close @1
(=) Dowrload Complete

Saved:

20040824-019-i32, exe from securityresponse, symantec, com

( ]
Downloaded: 5,12 MEB in 59 sec

Download to: 1:120040824-019-i32 exe

Transfer rate: 88.8 KBfSec

[ Cloge this dislog box when download completes

[ Open ] [Dpen Folder] [ Cloze ]

Now locate the file

[Mzo040524-019-i32

The number will differ from this as each new file has a new number and they are
regularly updated.

Double click the file

Click on Yes

SARC Inteligent Updater

Wersion 4.01,084

Copyright {c) 1997-2000 by Symantec Corporation

The Symantec virus definition files are used o detect viruses.

Inteligent Updater updates the virus definition files to the latest version
automatically,

For program options, type the name of this program and |7,

Do vou want to update vour virus definition Files?

fes Mo
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X
A Symante: product containing virus protection was found and was updated, This product uses the latest engine and virus

definition system available, However, if vou have other older Symantec products, in addition to those detected, you must run
Inteligent Updater version 2 to update their virus protection.

0K

The file finds Norton and Installs the new virus definitions!

Some common PC Problems

Computers are very, very complex machines. All sorts of problems can occur and
sometimes it is very difficult to diagnose exactly what the problem is.

Program Stops working

If you are working away on a document or program and it suddenly stops working
[you will of course have saved your work as you are going so that you don’t lose it
all] what do you do?

The first thing is to give it a few seconds to see if it is going to start working again.
If it doesn’t, Press Ctrl+Alt+Del
l&% : e e a@h@‘

This Dialog box will appear

Applications | processes | Performance | Networking | Users

Task Status If your program is listed as Not Responding,
MGG RO icnscall R urning click on the program and select End Task
@PC Hardware Trouble...  Running
:?Control Panel Running
(& 1 dia F ks... R . . .
@ij;:;:ch‘ﬁ:;j_m Rﬂzj This will stop the program running.
Q DrgTalsc Runining
3. = You may be able to then Restart the
Program, or if it still doesn’t work you may
have to Re-Start the computer and then try
to re-open it.
End Task ][ Switch To H Mew Task, ..
E;_Processes: 45 CPU Usage: 4% Cammit Charge: 324M | 921M
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Drivers

One of the most common problems with PCs are outdated drivers, or drivers that
wont work with your current operating system.

A driver is a piece of software that allows you to use your hardware — such as
scanner, printer, graphics cards etc.

One way around this is to make sure that you have the latest Windows Update
installed on your machine. Although this does not provide drivers for everything it is
a good place to start.

Go to www.microsoft.com

Click on Windows Update
Follow Microsoft’s instructions from here to install the latest update for your
operating system.

If this doesn’t cure your problem then you will need to find the manufacturer of your
equipments web site address.

Go to their website and find the ‘download drivers’ section, follow their instructions.
Here is a list of some of the main manufacturers websites.

www.intel.co.uk
www.amd.co.uk
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Conflicting Software

Sometimes you may get software that conflicts with other software. This is a fairly
easy problem to detect — if one program continuously crashes whilst running another
then there is some sort of conflict between the two.

You maybe able to get an update for one or both of the programs from the

manufacturers website — which may or may not solve the problem. Sometimes the
only solution is to remove one of the programs altogether!

Uninstalling a Program [XP]

Some programs have their own Uninstall program that installs with the group:

@ Help Manual

Ad-aware &

rl.i 7
[7} Acrobat Distiller 6.0
&

& Internet Explorer 2
& Microsaft AckiveSync ' winZip 9.0

To uninstall this way just click on the Uninstall and follow any instructions
OR
Go to Windows Explorer — Press the Windows Key + E

Double Click Control Panel

Add or Remove Programs

Select the program from the list that you want to remove
Click Change/Remove button

S
Currently installed programs: Sort by: [ame -
(£} 50 Fast Flash Size  31.92MB A
Used rarely

Last Used on 11/05/2004
ur computer, click cf e

e z.59m8
ze  349.00M8
0.37M8

§5) £asy €0 8. OVD Creator & ze €23.00M5
15! Handmark® Scrabble® for Pocket PC

Hot

ER
Sie  14.2908
E

E 6.74M8
E

ize  34.48MB

0.34M8

18] 33va 2 Runtime Environment, SE v1.4.2_04 e 107.00M8

te 1,80 (5 48718
15 Macromedia Authorware 5

Corporation)

E
E

() LiveReq (Symantec Corparation) Size 1.99M8
E
E

ize  59.04MB
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